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Beaconside Primary and Nursery School

E-SAFETY POLICY
ICT in the 21st Century is seen as an essential resource to support learning and teaching, as well as playing an important role in the everyday lives of children, young people and adults.  Consequently, schools need to build in the use of these technologies in order to arm our young people with the skills to access life-long learning and employment.

Information and Communications Technology covers a wide range of resources including; web-based and mobile learning.  It is also important to recognise the constant and fast paced evolution of ICT within our society as a whole.  Whilst many of these are exciting and beneficial both in and out of the context of education, much ICT, particularly web-based resources, are not consistently policed.  All users need to be aware of the range of risks associated with the use of these Internet technologies.
At Beaconside we understand the responsibility to educate our pupils on eSafety issues; teaching them the appropriate behaviours and critical thinking skills to enable them to remain both safe and legal when using the internet and related technologies, in and beyond the context of the classroom.

As eSafety is an important aspect of strategic leadership within the school, the Head and governors have ultimate responsibility to ensure that the policy and practices are embedded and monitored. It is the role of the head and ICT co-ordinator to keep abreast of current issues and guidance through organisations such as Worcestershire LA, Becta, CEOP (Child Exploitation and Online Protection) and Childnet.

Staff and Governors are updated by the Head/ ICT co-ordinator of the issues and strategies at our school in relation to local and national guidelines and advice.

This policy, supported by the school’s acceptable use agreements, is to protect the interests and safety of the whole school community.  It is linked to the following mandatory school policies: child protection, health and safety, home–school agreements, and behaviour/pupil discipline (including the anti-bullying) policy and PSHE.
Managing the Internet
The internet is an open communication medium, available to all, at all times.  Anyone can view information, send messages, discuss ideas and publish material which makes it both an invaluable resource for education, business and social interaction, as well as a potential risk to young and vulnerable people. 
This policy links closely to the school’s hardware, internet facilities and use.  It relates to anyone who uses the Internet for school purposes.  It is to ensure, as far as possible, that we protect children from access to or contact with undesirable sites, images or sounds.  The correct use of the internet opens up a wealth of information and resources for use in school.

Employees should also be aware of the consequences of visiting sites which could offer such undesirable material, and using school facilities to store or transfer it.

The school and its governors are, however, aware that in the rapidly moving world of ICT there can never be 100% security from undesirable materials.  It will endeavour to use the best advice, procedures and services it can, to ensure that the hardware is not corrupted, data preserved and inappropriate materials are not stored or assessed on its systems.

Undesirable Material

· Images of a pornographic or obscene nature.

· Sound tracks or music with pornographic or obscene intention or language.

· Language which is profane, inflammatory, defamatory coercive, blasphemous or offensive.

· Racist language, materials, ideas and promotion.
· Links to chat sites/rooms or other parties who seek out children’s identities of friendship.

· Advertising or promoting illegal acts, sounds and information.

· Information or Emails which promote ideas and language which have no place in a school.

· Creating or designing artwork or sounds which have pornographic or offensive content or intention.

· Using Email or other messaging services to send messages containing profane and unacceptable language, content or with attachments regarded as such.
OUR SCHOOL POLICY AND INTENTIONS

· No adult shall intentionally access sites or store information/images regarded as containing or dealing with any of the above.
· The school will take advice and support from Worcestershire Local Authority (IBS) and use their security and filtering service available to its network and laptops.
· Governors will be kept aware of the school’s management of the network and their responsibilities regarding computer technology in school.
· No adult shall use Email service incorrectly or in any way which is deemed incorrect.
· We shall do our best to work with our ISP (Internet Service Provider) to monitor and filter the internet access provided. [currently county broadband service]
· We will provide filtering and safeguarding procedures through our filtering system: Policy Central and use of Remote Ranger Software.
· Any adult who accidentally or inadvertently accesses a site, email or attachment containing the above materials shall report it immediately to the network manager, head, or deputy, so the occurrence can be logged or dealt with.
· Staff will be reminded that disks, flash drive sticks, CDs and DVDs used on the school system MUST be checked before use to ensure the network or laptops are kept ‘clean’ and data is preserved.
· All staff will be reminded that information downloaded from the internet for study and career development purposes must be acknowledged.
· Network use for LA or outside training will be restricted and use of our ISP service negotiated at the time the agreement is drawn up.
· Passwords should be private to safeguard personal resources, only the network manager/administrator being able to change or check this. 
· Staff will never attempt to over-ride or bypass security systems or install their own.  Any breaches of security discovered, should be reported immediately.
· Staff should not involve themselves in ‘chat’ activities unless officially set up by the school, LA or NCSL.
· Office system usernames and passwords will be held securely in the school for emergencies and only used by authorised personnel so data is secure and prevent tampering.
CONSEQUENCES OF IMPROPER USE

A breach or suspected breach of policy by a School employee, contractor or pupil may result in the temporary or permanent withdrawal of School ICT hardware, software or services from the offending individual.  Any policy breach is grounds for disciplinary action in accordance with the School Disciplinary Procedure or, where appropriate, the WCC Disciplinary Procedure or Probationary Service Policy.   

Policy breaches may also lead to criminal or civil proceedings. 

· Inappropriate use of Email facilities will result in that account facility being closed and/or relevant information being passed to the police.

· Accessing inappropriate web sites will lead to inquiry and possible disciplinary action or dismissal.

· Accessing inappropriate websites or storage of undesirable material on the school’s equipment could lead to the involvement of the police.

· Unauthorised accessing of office computers and files will result in disciplinary action and possible dismissal.

Safeguarding Pupils
ICT and online resources are increasingly used across the curriculum.  We believe it is essential for eSafety guidance to be given to the pupils on a regular and meaningful basis.  eSafety is embedded within our curriculum and we continually look for new opportunities to promote eSafety. Pupils will be taught what Internet use is acceptable and what is not and given clear objectives for Internet use. However, staff are aware that some pupils may require additional teaching including reminders, prompts and further explanation to reinforce their existing knowledge and understanding of eSafety issues.  Where a pupil has poor social understanding, careful consideration is given to group interactions when raising awareness of eSafety.  Internet activities are planned and well managed for these children and young people.
· Internet access will be planned to enrich and extend learning activities. Access levels will be reviewed to reflect the curriculum requirements and age of pupils.

· Staff should guide pupils in on-line activities that will support the learning outcomes planned for the pupils’ age and maturity.

· Pupils will be educated in the effective use of the Internet in research, including the skills of knowledge location, retrieval and evaluation.

· Pupils will be educated in the recognition of bias, unreliability and validity of sources.
· The school will ensure that the copying and subsequent use of Internet derived materials by staff and pupils complies with copyright law.

· Pupils will be taught to acknowledge the source of information used and to respect copyright when using Internet material in their own work. 
· Pupils may only use approved e-mail accounts.
· Pupils must immediately tell a teacher if they receive offensive e-mail.
· Pupils must not reveal personal details of themselves or others in e-mail communication. 
· The forwarding of chain letters is not permitted.
· The contact details on the website should be the school address, e-mail and telephone number. Pupils’ personal information must not be published.
· The head teacher will take overall responsibility and ensure that content is accurate and appropriate. 
· Pupil images should only be used if approved by parents.

· Pupils’ full names will not be used anywhere on the school website, particularly in association with photographs.
· Pupils will be advised never to give out personal details of any kind which may identify them and / or their location.  Examples would include real name, address, mobile or landline phone numbers, school attended, IM and e-mail addresses, full names of friends, specific interests and clubs etc.
· Pupils should be aware that once they post an image or information on the internet it is out of their control.  It could be there forever and could be seen by people now and in the future that it was not intended for.
· Pupils should be advised on security and encouraged to set strong passwords, deny access to unknown individuals and instructed how to block unwanted communications.  
· Schools should be aware that bullying can take place through social networking especially when a space has been setup without a password and others are invited to see the bully’s comments. 
· If staff or pupils discover unsuitable sites, the URL must be reported to the Headteacher/ ICT Coordinator.

· Senior staff will ensure that regular checks are made to ensure that the filtering is appropriate, effective and reasonable. 

· Any material that the school believes is illegal must be reported to the appropriate outside agency 
· Videoconferencing should be supervised appropriately for the pupils’ age.
· Emerging technologies will be examined for educational benefit and a risk assessment will be carried out and advice taken.
· The school should ensure parents are aware of the acceptable use policy – published on the school website.
· Pupils will be informed that network and Internet use will be monitored. 
· Parents’ attention will be drawn to the school’s e-Safety Policy – published on the school website.
Our staff receive information and training on eSafety issues through staff meetings and training days. New staff receive information on the school’s acceptable use policy as part of their induction and are provided with guidance and this policy. All staff have been made aware of individual responsibilities relating to the safeguarding of children within the context of eSafety and know what to do in the event of misuse of technology by any member of the school community. All staff are encouraged to incorporate eSafety activities and awareness within their curriculum areas
Managing Email

The use of e-mail within school is an essential means of communication for both staff and pupils. In the context of school, e-mail should not be considered private.  Educationally, e-mail can offer significant benefits including; direct written contact between schools on different projects, be they staff based or pupil based, within school or international. We recognise that pupils need to understand how to style an e-mail in relation to their age and good network etiquette. In order to achieve ICT level 4 or above, pupils must have experienced sending and receiving e-mails.

· The school gives all staff their own e-mail account to use for school business as a work based tool This is to minimise the risk of receiving unsolicited or malicious e-mails and avoids the risk of personal profile information being revealed.
· It is the responsibility of each account holder to keep any passwords or their global ID secure.  For the safety and security of users and recipients, all mail is filtered and logged; if necessary e-mail histories can be traced. The school email account should be the account that is used for all school business.
· Under no circumstances should staff contact pupils, parents or conduct any school business using personal e-mail addresses

· Pupils may only use school approved accounts on the school system and only under direct teacher supervision for educational purposes
· E-mails created or received as part of your School job will be subject to disclosure in response to a request for information under the Freedom of Information Act 2000. 
· The forwarding of chain letters is not permitted in school.  
· All pupil e-mail users are expected to adhere to the generally accepted rules particularly in relation to the use of appropriate language and not revealing any personal details about themselves or others in e-mail communication, or arrange to meet anyone without specific permission, virus checking attachments

· Pupils must immediately tell a teacher/ trusted adult if they receive an offensive e-mail

· Staff must inform (the eSafety co-ordinator) if they receive an offensive e-mail

· Pupils are introduced to e-mail as part of the ICT Scheme of Work

· However you access your school e-mail (whether directly, through webmail when away from the office or on non-school hardware) all the school e-mail policies apply

Schools hold personal data on learners, staff and other people to help them conduct their day-to-day activities.   Some of this information is sensitive and could be used by another person or criminal organisation to cause harm or distress to an individual. Everybody in the school has a shared responsibility to secure any sensitive information used in their day to day professional duties.
The e-Safety Policy and its implementation will be reviewed annually. All staff and adult users will read and agree to abide by the policy herewith laid down, and safeguard pupils in their use as far as possible.

Signed by:

Chair of Curriculum C’tee: .................................………………. Date: ..............................…….

Headteacher: ............................................. ……….......... Date: ….............................…

Agreed at the Curriculum C’tee Meeting on: ......................... 
Appendix 1
[image: image2.png]‘School name’ eSafety Incident Log
Details of ALL eSafety incidents to be recorded by the eSafety Coordinator. This incident log will be monitored

termly by the Headteacher, Member of SLT or Chair of Governors. Any incidents involving Cyberbullying should
be recorded on the ‘Integrated Bullying and racist Incident Record Form 2
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